NudopmanuoHHasi NaMATKA IS 00y4aIOMIUXCS AJI Pa3MelleHusl Ha
opunmnanbHbix UHTEpHET-pEecypcax

C KaXXJbIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbINE, @ 00yUaIONIHecs OHU U3
caMbIX aKTHBHBIX IOJb30BaTenel Pynera. Mexay TeMm, NMOMHMO OrpOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT W MpoOsieMbl. JTa MamsaTKa JO0JDKHA MOMOYb Tebe Oe30macHo
HAaXOJUTHCS B CETH.

Komnsromepnuie eupycot

KoMmnbroTepHslil BUpYC — 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IIPOrPAMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH sBIsETCS CIHOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue k 3ToMy,
BUPYCBHI MOT'YT ITOBPEAUTD WM TOJTHOCTBIO YHUUTOXXUTH BCE (DAIIbI U TaHHBIE, TOJIKOHTPOJIbHBIE
I0JIb30BATENI0, OT UMEHH KOTOPOTro OblIa 3aIylleHa 3apaxEHHas IporpaMma, a TakKe OBPEAUTh
WIM JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (ailiamu B 1iesioM. B GomnbiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTo/1b1 3a1UTEl OT BPEJOHOCHBIX POTrPaMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPbE3HBIN YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LIE€JbI0 JAOPAOOTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OmepalMoHHOM cucteMbl. CKaunBai UX TOJIBKO ¢ O(DUIIMATIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE TIOJ] TPaBaMU IOJIL30BATENs, a HE aIMHUHHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAIIIMPOBATHCS Ha TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOTPAaMMHBIE MTPOAYKTHI M3BECTHBIX MPOM3BOIUTENCH, C

aBTOMaTHUYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIHIL;

6. Hcnonp3yii BHENIHNE HOCUTENTH HH()OPMAINH, TaKue Kak (hiIemka, TUCK win (aii u3
MHTEPHETA, TOJIBKO U3 NIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEeHHbIE U3 HEHAIEXKHBIX MCTOYHHKOB.
Haxe T1e ailnbl, KOTOpble HpUCIad TBOM 3HaKOMbIi. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He BU/ Mepeaadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3zapeructpuponana opena «WECA», uro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OeCIpOBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHH JomuIa Japyras a0OpeBuarypa, KOTOpas SBISETCS TaKOM ke
TexHoyiorueit. 3to abopesuarypa «Wi-Fi». Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHIAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Jla, OGecriaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’3poropTrax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpPHET. HO MHOTHE 3KCIIepThI CYUTAIOT, YTO obOmienoctymnabie Wi-Fi
CETH He SBIISAIOTCS 0€30TaCHBIMH.

CoBetbl 0 Oe30nmacHOCTH paboTe B 00nenocTynHbIx cetax Wi-Fi:
1. He mepenaBaii cBoro nuuHylo uHpopmauuio yepe3 oOmenoctynusie Wi-Fi ceru.
PaGoras B HUX, jKeJIaTeIbHO HE BBOIUTH MTAPOJIN JOCTYIA, JIOTHHBI U KAKUE-TO HOMEpa;
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Hcnonb3yit 1 0OHOBIIA aHTUBUPYCHBIE MPOrpaMMBbl M OpaHamayep. TeM caMbIM Thl
o0e3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonb3oBanun Wi-Fi otkmoun ¢ynkmuio «OOmmii noctyn kx daitnam u
npuHTepam». JlaHHas QyHKUMS 3aKpbiTa O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIN aKTUBUPYIOT €€ 1Sl yA00CTBa UCIONIb30BaHus B paboTe mim yueoe;

He ucnone3yit nyonuuneiii Wi-Fi i nepenadn JIMYHBIX JaHHBIX, HAPUMEp IS
BBIXO/Ia B COI[MAIIBHBIE CETH WM B JICKTPOHHYIO IOUTY;

Hnonp3yit Tonbko 3amuuieHHoe coenuHenue depes HTTPS, a ne HTTP, T.e. ipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmneHoM Tenmedone orkiaroun  pynkuuio  «Ilogkmrouenne k- Wi-Fi
aBToMarudecku». He nomyckail aBTOMaTUYECKOr 0 MOAKIFOYEHUST YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

COHMaJleble cemu

CornuanbHbIe CeTH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISIETCS OJHOMN
ceIbMOM BceX JKHUTeNell mMmiuaHeTbl. MHOTHE MOJb30BaTeNd HE MOHUMAIOT, YTO HHGOopMaIus,
pa3MeIIeHHass UMM B COIIMATIBHBIX CETSIX, MOKET OBITh HalJIeHa M UCIOJIb30BaHA KEM YTOJHO, B
TOM YHUCJIE HE 0053aTeNbHO ¢ OJIaTMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 10 0€30ACHOCTH B COLIMAJIBHBIX CCTAX!

1.

2.

Orpanuub CcHUCOK Jpy3ed. Y TeOsi B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX WU
HE3HAKOMBIX JIIO/IEH;

3ammmail cBOKO 4YacTHYIO >KM3Hb. He ykaspiBail mapomm, TenedoHsl, axpeca, aaTy
TBOETO POXKACHUSA U JAPYryl0 JUYHYI0 HH(POPMALHUIO. 3IOYMBIIIJICHHUKH MOTYT
HCIOJIb30BaTh Jake MH(OpPMalMIO O TOM, KaK Thl U TBOU POAMTENH IJIAHUPYETE
MIPOBECTU KaHUKYJIbI;

3amuinai CBOI PermyTaluio — JIEPKH €€ B YUCTOTE U 3a7aBail cebe BOIPOC: XOTEN Obl
ThI, YTOOBI JApYyrHe MOJb30BaTeNIM BUJENH, UYTO Thl 3arpyxaeub? Ilogymaii, npexnae
4YeM YTO-TO OIyOJIMKOBATh, HAIIUCATh U 3arpy3UTh;

Ecnu TbI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIBHOE NMS
U APYTYIO JINYHYIO0 UH(POpPMALMK: UMSI, MECTO KHUTEIbCTBA, MECTO YUeObI U IpOYEE;
W36eraii pazmenienus ¢ororpaduii B UHTepHeTe, rae Tbl H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOXHO ONPEIENIUTh TBOE MECTOTIOI0KEHHE;

IIpu peructpanuu B COIMAIBHON CETH HEOOXOAUMO UCIOIb30BaTh CI0XKHbIE MApOJIH,
cocrosiyre u3 OyKB ¥ IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CEeTH, MOYTHl M JAPYTrHUX CaiTOB HEOOXOAMMO MCIOJIb30BATh pa3HbIe
napoiu. Toraa ecinu Te6s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTY4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DnekmponHvle 0envu

DNEeKTPOHHBIE JEHBIU — ITO OYCHBb YMOOHBIA CIOCOO TUIaTeXKEeH, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JI€HbIU.

SHCKTpOHHBIe JOCHBI'U TIOSIBUIIMCH COBCEM HCIABHO M MMCHHO HN3-3a 3TOI'0O BO MHOI'MX
rocyJapcTBax /10 CHUX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM GYHKIIMOHUPYIOT M O HUX YK€ MTPOMHUCAHO B 3aKOHE, TJIE€ UX Pa3ICISIOT
Ha HECKOJIBKO BUJOB — aHOHUMHBIC U HCAHOHMNUMHBIC. Pa3H1/1ua B TOM, YTO aHOHHUMHBIC — 3TO TC, B
KOTOPBIX paspeniaeTcsi MPOBOIAUTH orepanuud 0e3 HIeHTU(PHUKAIUKU TI0JIb30BaTeNsl, a B
HCAHOHUMHBIX I/IILCHTI/I(I)I/IKaLII/II/I TIOJIB30BATCJIA ABJIACTCA 065133T€JILHOI>'I.
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Taxoke cnenyer pa3nuyarh NIEKTPOHHBbIE (DUATHBIE JEHBI'W (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIE HEHUATHBIE IEHbI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 10 6e30nacHON paboTe C AIEKTPOHHBIMU JICHBI'AMHU:

1. TlpuBsku K c4eTy MOOMIBHBINA TesneoH. DTO caMblii YAOOHBIIH M OBICTPBIN cHOCOO
BOCCTaHOBHTH JIOCTYN K cuery. [IpuBs3aHHBIA TenedoH MOMOXET, eciu 3al0yaenib
CBOU IUIATEKHBIN MapoJib WX 3aHJE1Ib HA CAUT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Hcnonw3yit omHOpa3zoBsle maponu. [locie nepexoia Ha yCHIIEHHYIO aBTOPHU3ALIUIO TeOe
y’Ke He Oy/IeT yrpokaTh ONAaCHOCTb Kpa)kul MIIM TIepexBaTa IJIaTeKHOTO MapoJis;

3. BeiOepu cnoxupiid mapoib. [IpecTymHukam OyneT HE MPOCTO YrajaTh CIIOKHBIH
naposib. HagexHpie mapoim — 3To maposid, KOTOpbIE COepKaT HE MeHee § 3HAKOB U
BKJIIOYAIOT B €051 CTPOYHBIE M MPOIMHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB,
TaKKe KaK 3HaK Jojuiapa, GyHTa, BOCKIMLATEIbHbIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.

3ﬂel<mpouna}l nouma

DNeKTpOHHAs T0YTa — 3TO TEXHOJOTHUS U MPEJOCTaBIsIEMbIE €10 YCIYTHU IO MEPECHUIKE U
MOJIyUYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE pACIpEAEstoTCd B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DJIEKTPOHHBIN MOYTOBBIA  SIIIMK  BBIJISIAUT — CJIEAYIOIIUM o0Opa3zom:
UMS_TIOJIb30BATEeISI(@UMSI_JOoMeHa. Takke KpoMme TMepeJadyd MpOoCTOTO TEKCTa, HMEeTCs
BO3MOXKHOCThH TepeaaBaTh (pailibl.

OcHOBHbIE COBETHI 110 6e301acHO paboTe ¢ AEKTPOHHOM MOYTOM:

1. Hapo BeIOpaTh IpaBUIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO Jy4Ile JOBEPSTh TEM, KOIO 3Haellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TUYHON moure JUYHYIO HH(popmanuioo. Hampumep, nydme BIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3y;

3. Hcnonp3yii IBYyX3TaHYO aBTOPU3ALNIO. DTO KOTAAa MOMUMO MapoJsl HY>KHO BBOJIUTD
KOJI, TpHUChIIaeMbIil o SMS;

4. Boibepu cioxHbIM maposb. s KaXXA0ro MOYTOBOIO SIIUKA JIOJKEH ObITh CBOM
HAJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTbh HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC, UCHONB3YH 3Ty
BO3MOKHOCTB;

6. VMcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI 1711 YacTHON MEpernucKku c
ajpecaTaMM, KOTOPbIM Tbl JIOBEpsA€lIb. OITO DJJIEKTPOHHBIA aapec HE Haao
WCIOJIb30BATh MPU PETUCTPALIUH HA POopyMax U calTax;

7. He oTkpsiBail ¢aiiiibl U Ipyrue BIOKEHUS B MMCbMaX Ja)Ke €CIM OHU MPUIILTU OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailbl,

8. Tlocne okoH4aHUs pabOTHI HA TOYTOBOM CEPBHUCE MEPe]] 3aKPHITUEM BKIIAJIKH C CAUTOM
He 3a0yap HaxKaTh Ha «BBIATHY.

Kubepoynnunz unu eupmyanvnoe uzoeeameibcmeo

KubepOynauar — mpecienoBaHne COOOIICHUSIMH, COJEPKAIAMU  OCKOPOJICHMUSI,
arpeccuio, 3alyruBaHue; XYIUTAaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOIIBI0 Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE ¢ KNOEPOYIIITUHIOM:
1. He Opocaiica B 60ii. JIyummuii coco0: mOCOBETOBAaThCS Kak ceOs BECTH M, €CIIM HET
TOrO, K KOMY MOKHO OOpaTWThCsS, TO BHadaje YCHOKOWThCS. Eciam Thl HauHemb
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N

o

OTBEYATh OCKOPOJICHUSIMH Ha OCKOpOJICHHMS, TO TOJBKO €Ile OOoJblIe Pa30XKellb
KOH(JIUKT;

VYnpasisii cBoeii kubeppernyranueii;

AHOHUMHOCTH B ceTu MHUMAas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii 06pa3 BUpTyaabHOM ku3HHU. IHTEpHET dukcupyer Bce
TBOM JICHCTBUS U COXPAHSCT UX. Y IaTUTh UX Oy/IeT KpaiiHe 3aTpyAHUTEIHHO;
Cobnroait CBOM BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit eanHn4HbIN HeraTuB. OHOPa30BbIe OCKOPOUTEIBHBIE COOOLICHHUS JIyUIlIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTauH;

ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITHAIIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOLIECHUI C OMpeaeseHHBIX
aZpecoB;

Ecnu Th1 cBugerens kubepOymuinHra. TBOM JEHCTBUS: BBICTYNHTH IPOTUB
IpecieaoBareisi, MoKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HETraTUBHO,
MOAJEPKaTh KEPTBY, KOTOPOM HYXKHA IICHXOJIOTUYECKash IOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Moobunvustiit menegon

CoBpemenHbIe cMapT(OHBI U TUTAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIBIN (yHKIIMOHAT,
U Tenepb OHU MOT'YT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMU KoMmIbloTepamu. OnHaKo, CpencTB
3aIUTHI IS IOAOOHBIX YCTPOUCTB MOKAa OUYeHb MaIo. TecTUpOBaHHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juid 1K, To e camoe kacaeTcss 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl YK€ NMPaKTUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKIHMOHAJa BiIe€YeT 3a COOOH OOJbIIYI0 CIOKHOCTh M MEHBIIYIO
3aLUILEHHOCTb.

Jlaneko He Bce MPOM3BOIUTENH BBIMYCKAIOT OOHOBIIEHUS, 3aKpPbIBAIOIIUE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JUI 0€30IMaCHOCTH MOOMIBHOTO TeedoHa:

1. Hwuuero He sBIseTCA MO-HACTOALIEMY OecraTHbIM. by ocToposkeH, Besib Koria Tede
npeJyIaraloT O0eCIuTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHBIE
yCIYTH;

2. Nlymaii, npexnae yem otrpaButb SMS, ¢oro mmm Buneo. Thl TOYHO 3HACIIb, T1I€ OHH
OyZAyT B KOHEUHOM UTOre?

3. HeoOxoammo 0OHOBIISTH OTICPAITMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Wcnonp3yil aHTUBHPYCHBIE TIPOTPAMMBI 111 MOOMIIBHBIX TeIe(OHOB;

5. He 3arpykaii npuiaoXeHus: OT HENM3BECTHOTO UCTOYHHKA, BEJIb OHU MOTYT COJIEPKATh
BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHue;

6. Ilocnme Toro Kak THI BBIAICIIL C CaliTa, TJIe BBOJIWI JHYHYIO WHPOPMAIHIO, 3alii B
HacTpoiku Opaysepa u ynanu cookies;

7. Tlepuomnvecku MpoBepsid Kakue TUIaTHBIE YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. aBaii cBoif HOMEep MOOMIIBHOTO TenedoHa TOJBKO JIIOJIM, KOTOPBIX Thl 3HAEIlb U
KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa THI UM HE TMOJb3yemibcs. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH ITO.

Online uzpwt
CoBpeMeHHbIE OHJIAMH-UTPBI — H3TO KPacoOYHbIC, 3aXBaTBHIBAIOLIME pPa3BIICUCHUS,

00BEAMHSIIONINE COTHU THICAY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

00IIArOTCS IPYT C APYTOM, BBITIOTHSIOT 3aaHMsI, CPAXKAIOTCS C MOHCTPAMH | MOJIYYalOT OTBIT. 3a
YIOBOJIbCTBUE OHU IUJIATST: MOKYIAOT JIUCK, OIUIAYMBalOT A00OHEMEHT WJIU MPHUOOPETAIOT KaKue-
TO OILIHH.

Bce stm cpexnctBa MayT Ha NOJAEpKAHUME M Ppa3BUTHUE UIPHI, a TaKKe Ha camy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBbl aBTOPU3AIMHU, BBIMIYCKAIOTCS HOBBIC MATYU
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX WUrpax CTOWT OmMacaTthbCs HE CTOJNBKO CBOMX COIEPHUKOB, CKOJBKO KpPaKu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHbBIE COBETBI 10 0€300aCHOCTH TBOEIO UTPOBOT'O AKKAYHTA:

1. Ecnu apyroii urpok Bener ce0s II0X0 WU CO3AaeT Tebe HeNPUATHOCTH, 3a0I0KupyH
€ro B CIIMCKE UIPOKOB;

[Toxanyiicds aIMMHMCTPATOpaM MIPbl Ha ILIOXOE€ IIOBEJIEHUE JOTOr0 HUIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO JOKA3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHpopManuio B mpodaiisie urpsl;

VYBaxail Ipyrux y4acTHUKOB II0 UIPE;

He ycranaBnuBaii Heo(huIuaabHbIe TATYH U MOJIBI;

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duuwiunz unu Kpasica it HblX OaHHbBIX

OObIuHOW Kpakell JeHer M JOKYMEHTOB CErOfHs YK€ HMKOIO HE YIUBUUIbCA, HO C
Pa3BUTUEM HHTEPHET-TEXHOJIOTMHM 3JIOYMBIIIJIEHHUKA MEPEMECTWIMCh B HMHTEPHET, U
IPOI0JDKAIOT 3aHUMAThCS «TIOOMMBIMY JIETIOM.

Tax mosiBUSIach HOBas yrpo3a: WHTEPHET-MOILIEHHUYECTBA WM (DUILUHT, TJIaBHAs LIEJb
KOTOPOT'O COCTOMT B MOJIyY€HHHM KOH(PHJIEHIMAIbHBIX JAHHBIX IOJb30BaTelIe — JOIMHOB U
naposei. Ha anrnuiickom s3pike phishing untaercs kak ¢ummar (ot fishing — peiOHas n0B,
password — mapois).

OCHOBHBIE COBETHI 110 60pb0e ¢ PUIUHTOM:

1. Cnegm 3a cBouM akkayHTOM. Eciam ThI mojo3peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO He0OXO0MMO 3a0JIOKUPOBATh €€ U COOOIINTh a]MUHUCTPATOPaM pecypca
00 3TOM KaK MO>KHO CKODEE;

2. Hcnonw3yit 6e30nacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U IOUCKOBBIX
CHUCTEM,;

3. Hcnonp3yit cioxkHbBIE M pa3Hble Mapoiu. TakuMm o0pa3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJIy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY IMpPO(QUIIIO B CETH, a HE
KO BCEM;

4. Ecnu 1e0s B3I0MaIH, TO HEOOXOIUMO MPEYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbHIE

no6aBieHbl y TeOst B IPy3bsX, O TOM, YTO TeOs B3JIOMald U, BO3MOXHO, OT TBOETO

MMeHU Oy/IeT pacchbulaThCs CIaM M CChUIKM Ha (DUIIMHTOBBIE CalThI;

YcranoBu HagexHbli mapois (PIN) Ha MoOMIbHBIHN TenedoH;

OTkiII049M coXpaHeHHe napoJs B Opaysepe;

7. He oTkpbiBaii (aitiibl U Ipyrue BIOKEHHS B MMChMaX Ja)Ke €CJIM OHU MPUIILTH OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTHPABIISUIA JIU OHU TeOe 3TH (haiiibl.

oo

Hugposaa penymayusn

[udposas penmyraiysi — 3TO HEraTUBHAs WJIM MO3UTUBHAs MH(OpMaIus B ceTu o Tebe.
Kommpomernpytomas uHpopManus pa3MmenieHHass B MHTEPHETE MOXKET CEpbe3HBIM 00pa3om
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OTpa3uThbCs Ha TBOEH peanbHOU ku3HU. «L{udpoBas pemyranus» — 3TO TBOW UMUK, KOTOPBIH
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKkTepa
U paccKasbl 0 OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKaUy JTUYHON HH(pOpMauu B
WHTepHeTe, He MOHUMAasi BOBMOYKHBIX IOCIEACTBUN. ThI JaXe HEe CMOXKENIb 10Ta1aThCs O TOM, YTO
dororpadus, pazMenienHas S et Ha3aj, cTajla IPUYUHON OTKA3a NPUHATH T€0s Ha PaboTYy.

KommMmenTapuu, pa3menienue TBoux Gororpaduii u qpyrue AeicTBUs MOTYT HE UCUE3HYTh
Jla’Ke TI0CJIe TOTO, KaK Thl UX YIaIHIIb. ThI HE 3HACIIb, KTO COXPAaHWI 3TY HHPOPMALIUIO, ITonaa
JU OHA B IOHMCKOBBIE CHCTEMbl U COXPAaHWUJIACh JM OHA, a TJaBHOE: YTO MOAYyMalT O Tebe
OKpYKaroIllee JIF0JIM, KOTOphIe HAAyT U yBUAAT 3T0. HaliTn mH(pOpMamuo MHOTO JIET CITyCTS
CMOKET JIH000M — KakK U3 JOOPbIX TOOYKICHH, TaK U ¢ HAMEPEHUEM MTPUUUHUTE Bped. ITO MOXKET
OBITH KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aIIUTE [U(POBON PEITYTALIMM:

1. Tlomymaii, mpexae 4eM 4TO-TO MyOJMKOBaTh W MepeaaBaTh y ceOs B Oyiore Wi B
COILIMAJIbHOM CETH,

2. B nactpoiikax npoduis yCTaHOBU OTpaHUYEHHUS Ha IPOCMOTP TBOETO MPOGUIIs U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPy3ei»;

3. He pa3memaii u He yka3biBail nH(OpMAIIHIO, KOTOPasi MOKET KOro-Inb0 OCKOPOIATh
HJIM OOMKATh.

Aemopckoe npaso

CoBpemeHHBIE O0y4aromuecsi — aKTUBHBIC IOJIb30BATENN IU(PPOBOTO IMPOCTPAHCTBA.
OpnnHako najgexo He BCE 3HAIOT, YTO MOJIh30BAaHHE MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpedyeT coOJI0IeHHsI PaB HA UHTEIJIEKTYaIbHYH0 COOCTBEHHOCTb.

TepMuH «UHTENIEKTyanbHasi COOCTBEHHOCTHY» OTHOCHUTCS K PAa3IMYHBIM TBOPEHHUSIM
YeJI0OBEYECKOT0 yMa, HAaYWHAs ¢ HOBBIX M300pETeHUH W 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOIYKTHl M YyCAYTH, W 3aKaHyMBas KHUTaMu, Qororpadusmu, KUHOPWIBMAMU H
MY3bIKaJIbHBIMU ITPOU3BCACHUAMU.

ABTOpCKHE TpaBa — 3TO MpaBa Ha WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYKH, JJUTCPATYPhl © UCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIIAIOT B KAUCCTBC IrapaHTHU TOIr0, 4TO
MHTEJJIEKTYaIbHBII/TBOPUECKUN TPYA aBTOpa He OyleT HampacHbBIM, AAcT €My CIpaBeATUBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTaX CBOCTO TPYJa, MOJTYIUTh WU3BECTHOCTh M MPU3HAHUE.
HuxkTo 6e3 paspelieHus aBTopa HE MOXKET BOCIIPOU3BOIUTE €T0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IYCKAaTh B IMpOKaT, MyOIMYHO
UCIIOJNTHSATH, MTOKA3bIBATh/UCIIONHATH B d(Upe U pa3Meniath B IHTepHETE.

Hcnonb30BaHne «ITHPATCKOTO» MPOTPAMMHOTO 00ECIICUCHHSI MOYKET IPUBECTH K MHOTHUM
pUCKaM: OT TMOTEPHU JAHHBIX K TBOUM aKKayHTaM JO OJIIOKHPOBKH TBOETO YCTpPOICTBa, TIe
YCTaHOBJIEHHBIH HE JierajgpHas mnporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
nerajabHbIe U OECIUIaTHBIE MPOTPaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOWM TJIaBHBI COBETYMK B CETHU. 3/1€Ch Thl MOXENIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPH BO3HUKHOBEHUU KPUTHYECKOM
CUTyalluu oOpaTUThCS 3a COBETOM. A TakKe INPHUHSATH ydacTHe B KOHKYypcax M CTaTh CaMbIM
U(PPOBBIM TPAKIAHUHOM !
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